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Roadmap

This Lecture

How to better protect privacy in Online social media
sites (OSMs) — the good of privacy

Next lecture

Online abuse: The ill side-effect of privacy and how to
defend against the online abuse — the bad of privacy
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What is privacy

Warren and Brandeis — privacy as “right to be let alone”

Alan Westin’s definition of privacy
Altman’s privacy boundary theory
Sandra Petronio’s CPM theory

Palen and Dourish’s boundary regulation
Solove’s privacy taxonomy

Nissenbaum’s contextual integrity
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Westin’s definition of privacy

“Privacy is the ability for people to determine for themselves when,
how, and to what extent, information about them is communicated to
others” - A. Westin. Privacy and Freedom, 1970

Four key states of privacy
Anonymity: freedom from identification
Solitude: being free from observation by others

Intimacy: limiting communication within a small group
Reserve: desire to limit information disclosure to others
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The need for anonymity in OSMs

“The freedom from identification and from surveillance...”

140 CHARACTERS

- A. Westin.

Online Activists Harassed &
Jailed in Arab Gulf States THEVERGE  fecH - SCIENCE - CULTURE - MORE

In a nod to Twitter's 140-character limit, this
report presents the profiles of 140 prominent
Bahrani, Kuwaiti, Omani, Qatari, Saudi, and

Emirati social and political rights activists and Fa ce b 00 k TWitt er an d

dissidents, and their struggles to resist

govemnment efforts to silence them. All 140 have [T} Stagram surve il | ance tool

faced government retaliation for exercising their

right to freedom of expression, and many have was used to arrest Balti more
been arrested, tried, and sentenced to fines or

prison terms. P rotestors

The services have revoked access after an ACLU report

POLICY E LAW \ USEWORLD \ TECK \

Enter the site »

by Russell Brandom | @russellbrandem | Oct 11, 2016, 1:42pm EDT
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How is anonymity enforced in (some) OSMs

Anonymous social networks are emerging m

Whisper, secret.ly, Yik Yak r_

No unique usernames or profile information

{6

My vegsion of Flintingis
|ook|ng at'someone
al'.l'.racl'.lve multiple Eimes

wh||e hoping Ehey are'more
g ibrave thanl am.
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The need for intimacy and solitude in OSMs

Information should reach only the intended audience

! Taylor
| HATE MY BOSS

& like this.

Lizzy Dido
S hours ago via mobile - Like - 1
Jeremy You do realize we're friends on fbook right? \
! about an hour ago via mobile - Unlike - &5 1 lamebook - Clea rly the ra nt Was

meant for close
friends, not the boss

Easy way out: users need to restrict access to their content
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How do users set restrictive access control?

Users specify Social Access Control Lists (SACLs)
SACLs: Share with a subset of friends

Custom Privacy

Share with

These people or lists Drinking buddies Batch Mates
Jane Smith

Anyone tagged will be able to see this post.

Don't share with

These people or lists Prof. Krishna Gummadi Family

Cancel REEEVCES ELEES

Each time users have to specify these SACLs manually!
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Friendlists: Helping users to choose subsets of
friends
Facebook allows a user to pre-create groups of friends

These groups are called friendlists
These friendlists can be used to create SACLs

a Mainack Mondal # Create Post [E Photo/Video AItI
News Feed o
« What's on your mind, Ma . . .
@) Messenger & ; o Friends + Create List | See All Friends

[ Marketplace

Photo/Video Feeling/A = |IT kharagpur
SHORTCUTS

& MPI for Software Sys... 2 =/ |IT Kharagpur

@ IIT KGP Friends 20+ l | L. l.l.. shared alink
11 mins - FarmVille - 28 )
; - -
-/L\ TR T e e e 0 Max Planck Institute for Software Systems (MPI- SWS), Saarbruecken,...
. — £\
< The Max Planck Insti... L\ / :
A\ creations

@ Fans of Cats

~ See More... *| Taki House (Boys')

EXPLORE

] IIT seniors

Friend Lists

@ Groups

Events i Like #8 Comment » S
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Friendlists: Helping users to choose subsets of
friends

Facebook allows a user to pre-create groups of friends
These groups are called “friendlists”
These friendlists can be used to create SACLs

Friends + Create List tee All Friends

=| |IT kharagpur

Create New List

Create a list of people so you can easily share with them and
see their updates in one place.

= IT Kharagpur

Test

List Name

*| Max Planck Institute for Software Systems (MPI- SWS), Saarbruecken,...
Members | Saptarshi Ghosh Abhijit Das

Debdeep Mukhopadhyay

4] creations

B Taki House (Boys) Custom Privacy

AT seniors

Share with

Test * | | Dipankar Sarkar * | |

Anyone tagged will be able to see this post.
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Friendlist limitations
User required to

create friendlists and enumerate members
maintain friendlists as relationships change

maintain friendlists as new relationships form

Edit My Work Friends
Search...
Cl'eate New l-ist a Jennifer Bethea  Jennifer Brennan Jennifer Rose Jenny Pf Jen Xig

Create a list of people so you can easily share with them and see their
updates in one place.

List Name: My Work Friends

Members: | Bil

V ‘g’ | Bimal Viswanath

%« Saarbriicken

Addlr:;:r:tlw e peo pl”“fo:wr:dll t by | cking on thei 4es. m
Can we automatically manage friend groups?
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Automatically manage friend groups

ldea: Can we automatically infer friend groups
Leveraging the network to find friend groups
Leveraging profile attributes to find friend groups
Leveraging activity to find friend groups
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Automatically detecting friend groups

ldea: Can we automatically infer friend groups
Leveraging the network to find friend groups



Can we leverage the network?

g IR

:‘ . .::o;.o:.o:::;.':.::. T
1)

Communities: Users more densely connected than overall graph
ldea: Can we automatically infer friend groups by finding communities?
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Can we detect graph communities?

Community detection is well studied
A type of unsupervised learning

B: Rest of
Network

Define a metric for community strength
compares internal & external connectivity

e.g., Conductance C: Fraction of A’s links
within A

Design graph algorithms optimizing for the
metric



Do friend groups form communities?

Social Network

Facebook
Flickr
YouTube

Orkut

# nodes # links # groups
81,916 1,823,331 154,795
1,714,351 15,540,671 103,631
1,138,380 2,989,999 30,087
3,072,441 117,073,438 8,730,857

Gathered data from four popular social networks
Analyzed connectivity of user-defined friend groups



Results: Connectivity of group members

Internal connectivity: very high
compared to random groups of similar size

External connectivity: very high
indistinguishable from random groups

Users tend to be members of multiple groups
forming a densely inter-connected network core

Friend groups do not form strong clusters
impossibly hard to detect groups in the dense core
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An insight

o c‘,,'L; N ‘; 'l. @
-l
|

I X “‘ 'Ii /

|
[,/'

When we ignore the links outside local friends’ network
strong clusters exist within the 1-hop network
these clusters correspond to meaningful friend groups
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-hop excludes members’ links to rest of the network
less data is more useful!

0, we can indeed automatically group 1-hop friends!
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Friendlist Manager

Built as a Facebook application [Discontinued now]
Can access user’ s 1-hop network, modify friendlists

Key idea: Leverage structure of user’ s 1-hop social network
Challenges:

Creating new friendlists of user’ s friends
Updating the existing friendlists over time



How to create new friendlists?

ldea: Use community detection to suggest friendlists
Create "seed" friendlists via a global algorithm [JSTAT'08]
Expand "seeds"” via a local algorithm [WSDM'10]

. Dimitris Kanoulas =] Yu Liang = Yongfang Cheng = ’
. ‘ ‘ Yue Chen = Haoran Wu = Zhentao Lu =| . .
. ‘ . ‘ Zhou Fangfei = Leiming Yu = Jianxi Gao = ’ .
Abhishek S Xin F Zhengkun Zh
. ishek Samanta = in Fang =] engkun Zhou = . .

.' Tao Jin = Jun Li = Gao Chong Wang = ‘

CREATE LIST CREATE LIST CREATE LIST

View all names (18) > View all names (10) > View all names (10) [
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How to expand existing friendlists?

ldea: Locate missing members using a local algorithm
[WSDM'10]

Update each list using the new local social network

lab266 Brookline Area My Work Friends

Your Current List (6) Your Current List (1) Your Current List (4)
. . Eric Miles B Forrest Bice B Forrest Bice =
. . . Liang Zhang = Proposed Additions (5) Bimal Viswanath =
. . . Saber Shokatfadaee Gabor Lippner B Mainack Mondal B
‘ ‘ . . . Tim Smith = Saber Shokatfadaee = Alan Mislove =

. . . Zahra Jafargholi = Hamidreza Jahanjou =

. . Hamidreza Jahanjou [ Tim Smith B Yong-Yeol Ahn (=}

Zahra Jafargho“ - e Lippner .

Gabor Lippner = UPDATE LIST UPDATE LIST
UPDATE LIST
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What about selecting friends-of-friends?

Unfortunately, community detection does not work well over
2-hop friends

But, we can detect missing members of a friendlist from
friends-of-friends

E.g., co-workers missing from 1-hop friends

Using a local cluster detection algorithm



Automatically detecting friend groups

ldea: Can we automatically infer friend groups

Leveraging profile attributes to find friend groups
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Simply group users who have same profile
attribute

OSMs leverage the user reported attributes to do so
So called Facebook smart lists

Friends + Create List ~ See All Friends

IIT kharagpur

{

=/ IIT Kharagpur

{

= Max Planck Institute for Software Systems (MPI- SWS), Saarbruecken, ...

creations
*| Taki House (Boys')

[IT seniors
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Automatically detecting friend groups

ldea: Can we automatically infer friend groups

Leveraging activity to find friend groups



How to leverage activity in OSMs for friend
grouping?

We can measure activity for each of a user’s friends
How many times liked, commented, tfagged

Then we need to group or cluster users based on their number of
activities
friends with “Similar” number of activities should be in same cluster

friends with “Different” number of activities should be in different
cluster

Classic problem solved by k-means clustering



What did we learn about privacy management
today?

What is privacy

Westin's definition
How can users manage privacy

Many possible mechanisms, SACL is one common mechanism
How to help users manage privacy

Provide them meaningful friend groupings

We explored graph structure, profile attribute and activity based
group detection

Read more:
https://people.mpi-sws.org/~mainack/publications/soups2014-final27.pdf

https://people.mpi-sws.org/~mainack/publications/Friendlist-WWW-Demo.pdf




BUT, Privacy (and anonymity) are Double edges
swords

Abuse of privacy and anonymity in OSMs

Hate speech ; - & 2 Follow
Abusive Ian_guage | hate ghetto people, I've lost my patience for
Cyber bullying half the people here.

Trolling ... : A

How to deal with them? Next lecture...
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